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Abstract—When running mission-critical web-facing appli-
cations (e.g., electronic commerce) in cloud environments,
predictable response time, e.g., specified as service level agree-
ments (SLA), is a major performance reliability requirement.
Through extensive measurements of n-tier application bench-
marks in a cloud environment, we study three factors that
significantly impact the application response time predictabil-
ity: bursty workloads (typical of web-facing applications),
soft resource management strategies (e.g., global thread pool
or local thread pool), and bursts in system software con-
sumption of hardware resources (e.g., Java Virtual Machine
garbage collection). Using a set of profit-based performance
criteria derived from typical SLAs, we show that response
time reliability is brittle, with large response time variations
(order of several seconds) depending on each one of those
factors. For example, for the same workload and hardware
platform, modest increases in workload burstiness may result
in profit drops of more than 50%. Our results show that profit-
based performance criteria may contribute significantly to the
successful delimitation of performance unreliability boundaries
and thus support effective management of clouds.

Keywords-performance reliability; response time prediction;
n-tier; web application; profit model

I. INTRODUCTION

When running mission-critical web-facing applications
(e.g., electronic commerce) in cloud environments, one of
the major requirements is predictable response time, often
specified as service level agreements (SLA) such as “95%
of queries will return meaningful results within 1 second.”
More generally, we use the term performance reliability to
refer to the quality of service properties that denote pre-
dictable or guaranteed performance such as SLA-specified
response time. Traditionally, performance reliability is a
given (e.g., in queuing theory-based performance analy-
sis) when a stable workload runs on a stable hardware
and software configuration. These stability assumptions no
longer hold for web-facing applications running in a cloud,
introducing serious challenges for performance reliability
requirements such as SLA-specified response time.

In this paper, we describe an empirical study of perfor-
mance reliability focused on response time predictability,
through extensive measurements of n-tier application bench-
marks in a cloud environment. Our study shows that a variety

of factors may affect the system performance reliability.
Concretely, we observe evidence of significant variations of
application response time caused by three different factors:
bursty workloads typical of web-facing applications, soft
resource management strategies (e.g., thread pool man-
agement), and bursts in system software consumption of
hardware resources (e.g., JVM garbage collection).

The first contribution of the paper consists of this ex-
perimental demonstration of the brittleness of cloud en-
vironments with respect to performance reliability due to
the variety of factors that may affect response time. This
performance unreliability was observed when the nodes
reach relatively high resource utilization levels. Thus our
results provide an explanation for the anecdotal and reported
low average cloud utilization (e.g., 18% in [6]). Low uti-
lization is often effective in preserving quality of service
objectives specified in SLAs when no better knowledge
exists. Generally, with so many factors at different system
levels that may affect response time, it is indeed difficult to
preserve SLAs at even modestly high utilization levels.

The second contribution of the paper is an empirical evalu-
ation of n-tier web-facing application performance reliability
using a set of profit-based performance criteria derived from
typical SLAs [9]. The profit model emphasizes both the
positive contribution of queries returned with good response
time and the penalties of very long response times (e.g.,
over 2 seconds). Compared to classic performance metrics,
the profit-based evaluation criteria are more sensitive at
predicting performance unreliability at high resource utiliza-
tion levels. For example, despite a relatively flat average
throughput curve, rapid deterioration of response time can
quickly reduce profits at well-defined high resource utiliza-
tion levels. More specifically, for the same workload and
hardware platform, modest increases in workload burstiness
may result in profit drops of more than 50% (see Figure 3).
Consequently, our results provide strong evidence that profit-
based performance criteria may contribute effectively to our
ability to delimit the regions of performance unreliability.

Given the high economic interest in achieving high uti-
lization of cloud resources, the results described in this paper
are significant in three ways. First, the various factors that



Function

Web Server

Application Server
Cluster middleware

Software

Apache 2.0.54

Apache Tomcat 5.5.17
C-JDBC 2.0.2

System monitor Sysstat 10.0.02, Collectl 3.5.1

Database server MySQL 5.0.51a

Sun JDK jdk1.6.0_14

Operating system RHEL Server 5.7 (Tikanga)

Transaction monitor Fujitsu SysViz

(a) Software setup (b) Hardware node setup (c) 1L/2L/1S/2L sample topology

Figure 1: Details of the experimental setup.

affect performance reliability illustrate the importance of
this research, since these factors are non-trivial roadblocks.
Second, our work points to significant future research oppor-
tunities and challenges, since these factors may be scattered
around in many components and layers. Third, we show con-
crete ways to get around these roadblocks by delimiting the
boundaries of regions of performance unreliability through
the adoption of profit-based performance evaluation criteria.
In summary, we can see a viable path towards achieving high
utilization of cloud resources and high quality of service
simultaneously, but significant hard work and challenging
research remain.

The rest of the paper is structured as follows. Section II
shows a motivating example of the performance reliability
evaluation at high resource utilization. Section III, V, and IV
illustrate three factors that affect the system performance
reliability. Section VI concludes our paper.

II. BACKGROUND AND MOTIVATION

A. Background

1) Experimental Setup: We adopt the RUBBoS bench-
mark, based on bulletin board applications such as Slash-
dot.org [4]. RUBBoS can be configured as a three-tier (web
server, App. server, and DB server) or four-tier (with C-
JDBC [5]) system. The benchmark includes two kinds of
workload modes: browse-only and read/write interaction
mixes. We use browse-only workload in this paper.

Figure 1 outlines the details of the experimental
setup. We conduct the experiments by allocating a dedi-
cated physical node to each server. A four-digit notation
#W/#A/#C/#D is used to denote the number of web
servers, application servers, clustering middleware servers,
and database servers. We have two types of hardware nodes:
“L” and “S”, each of which represents different process-
ing power. Figure 1(c) shows a sample four-tier topology
(1L/2L/1S/2L ). We use Fujitsu SysViz [3] as a transaction
monitor to precisely measure the response time and the
number of concurrent requests in each short time window
(e.g., 100ms) with respect to each tier of an n-tier system.

2) Profit Model: In e-commerce applications, the relia-
bility of response time for users directly impact the profit of
the corresponding service providers. Experiments at Amazon
show that every 100ms increase in the page load decreases
sables by 1% [7]. In practice, a service provider usually

uses service level agreements (SLAs) to outline its profit
model which includes earnings during SLA compliance and
penalties during SLA violations.

f(n) =

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

v if 0 ≤ rti ≤ t1
v − c1 if t1 < rti ≤ t2
. . .

v − cn if tn < rti ≤ tn+1

p otherwise

(1)

provider revenue =
∑
i

rev(rti) (2)

Equation 1 presents an simple SLA profit model which
considers multiple response time thresholds, with each re-
sponse time interval generating a different profit value.
In this equation, rti represents the ith request response
time, t1, t2, ...tn represent response time boundaries. Each
processed request by default generates value v; the earning
of the request is v deducted by ci, which is the late charge
of the request. A penalty p is charged for the request once
the response time rti exceeds a certain threshold. The final
revenue of the service provider is summation of the earnings
of all the processed requests (see Equation 2). Table I shows
an instance of the profit model, which is from industry.

Response time interval Revenue/Penalty

[0s, 200ms] $0.0020
(200ms, 500ms] $0.0015

(500ms, 1s] $0.0013
(1s, 2s] $0.0005
> 2s -$0.0047

Table I: A sample profit model used in our experiments.

B. Motivation

To illustrate the importance of the problem, we apply our
profit model to our data and show that system performance
is unreliable when there are large response time fluctuations.
The results shown here are based on three-minute runtime
experiments running in a four-tier system (see Figure 1(c)).

Figure 2(a) shows the average response time and through-
put of the system from workload 4400 to 5800 (concurrent
user sessions). This figure shows that the system is only satu-
rated at workload 5600 since the throughput stops increasing
as further workload increases. This figure also shows that
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(a) Average response time (RT) and
throughput.
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(b) Bottleneck server (CJDBC) CPU uti-
lization under each workload.
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(c) Profit (based on our profit model)
starts to decrease after workload 5200.
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(d) Small RT fluctuations in workload
4400 (average RT 0.012s).
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(e) Mediam RT fluctuations in workload
4800 (average RT 0.025s).
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(f) Large RT fluctuations in workload
5200 (average RT 0.068s).

Figure 2: Performance unreliability due to large response time fluctuations of the system with 1L/2L/1S/2L configuration. This figure
shows that as workload increases, the bottleneck resource utilization (see Subfigure (b)) increases, which leads to more fluctuations of
system response time (see Subfigures (d)(e)(f)); thus the profit (see Table I) eventually drops after workload 5200 (see Subfigure (c)).

the average system response time is low before workload
5600. However, Figure 2(c) shows that the service provider’s
profit based on our profit model already starts to drop after
workload 5200 even though the average response time is
low and the throughput has not reached the peak value. We
note that the average utilization of the bottleneck resource
(CJDBC CPU) in the system is just 90% at workload 5200
(see Figure 2(b)).

Figure 2(d), 2(e), and 2(f) show the instant response time
(average in every 100ms) of the system at workload 4400,
4800, and 5200, respectively. Compared to Figure 2(d) and
Figure 2(e), Figure 2(f) shows that the system has large
response time fluctuations even though the average response
time is only 0.068s. In fact our analysis for individual
request response time shows that many requests took more
than 2 seconds to complete. Based on our profit model
as shown in Table I, requests with the long response time
significantly degrade the service provider’s profit. Thus, the
reason why system profit starts to drop after workload 5200
(see Figure 2(c)) is clear.

In general, profit models combine economic goals with
technical performance data to derive intuitive domain in-
sights at the actual performance reliability provided by
service providers. In the following Sections III, IV, and V we
will explain three factors for the performance unreliability
of an n-tier system at high resource utilization.

III. BURSTY WORKLOAD

In this section we show how a bursty workload impacts
the system performance reliability even though the average
resource utilization of the system is far from saturation.

Bursty workload is very common in real world n-tier web-
facing applications. For instance, the popular term Slashdot
effect describes a phenomenon where a web page linked by
a popular blog or media site suddenly experiences a huge
increase in web traffic [1]. Mi et al. [10] proposed a bursty
workload generator which takes into account the Slashdot
effect. The bursty workload generator uses one parameter
to characterize the intensity of the traffic surges: index of
dispersion, which is abbreviated as I. The larger the I is,
the longer the duration of the traffic surge. In this section,
we use the bursty workload generator (with I = 100, 400,
and 1000) to evaluate the system performance reliability
under bursty workload conditions. The burstness level of
the original RUBBoS workload generator is I = 1.

Figure 3 shows the approximately instant response time
(average in every 100ms) of the system under workload 4800
with different burstiness levels. The hardware configuration
is 1L/2L/1S/2L (see Figure 1(c)). Although the workload
burstiness levels among the three cases are different, the
average CPU utilizations of the bottleneck server (CJDBC)
are the same (86%). Figure 3(a), 3(b), and 3(c) show that
as the burstiness level of workload increases, the instant
response time of the system fluctuates more significantly,
which indicates less reliability of system performance.

In order to manage performance reliability, system admin-
istrators may want to know at which workload the system
performance starts becoming unreliable due to the large
response time fluctuations. Table II shows the minimum
workload (with different burstiness levels) beyond which the
service provider’s profit starts to drop. This table shows that
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(a) I=100; mean RT = 0.063s, standard
deviation = 0.081s, the profit is 80.7 $/h.
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(b) I=400; mean RT = 0.134s, standard
deviation = 0.226s, the profit is 70.9 $/h.
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(c) I=1000; mean RT = 0.222s, standard
deviation = 0.349s, the profit is 53.4 $/h.

Figure 3: Response time fluctuations of the system (1L/2L/1S/2L configuration, see Figure 1(c)) in workload 4800 with different burstiness
levels; the average CPU utilization of the bottleneck server (CJDBC) is 86% in three-minute runtime experiments for all the three cases.

Burstiness level Threshold workload CJDBC CPU util.
I =1 5200 90.6%
I =100 5000 87.3%
I =400 4600 83.6%
I =1000 3800 74.6%

Table II: Workload (with different burstiness levels) beyond which
the profit based on our profit model starts to decrease.

both the threshold workload and the corresponding average
CPU utilization of the bottleneck server decrease as the
burstiness level of workload increases. This result further
justifies that the evaluation of performance reliability using a
profit model is an important and necessary step in designing
and managing reliable n-tier systems.

IV. SOFT RESOURCE MANAGEMENT STRATEGIES

Performance unreliability can be caused by soft resource
management strategies in an n-tier system. Soft resources
refer to system software components (e.g., threads, database
connections) that use hardware resources (e.g., CPU) or
synchronizes the use of hardware resources [8]. In general
there are two strategies to manage soft resources: use a
global pool (e.g., thread pool in Tomcat) or multiple pools
(e.g., an individual database connection pool for each servlet
in Tomcat). Although a global pool reduces the runtime
management cost of soft resources (e.g., shrink or increase
the pool size), it may significantly delay the overall request
processing when the system is at high resource utilization.

We use the database connection pool in Tomcat App
tier to illustrate how soft resource management strategies
impact the system performance reliability. The experiments
described here have two DB connection management strate-
gies in Tomcat: each servlet has its own local database
connection pool with pool size 2, or all servlets share one
global database connection pool with pool size 16 1. The
hardware configuration is 1L/2L/1L where the MySQL CPU
is the bottleneck resource in the system.

Our measurements show that when the system is at high
resource utilization, the global database connection pool

1There are eight active servlets for RUBBoS browse-only workload.

case causes significant response time fluctuations. This is
because, in the global connection pool case, the requests for
light transactions of the system are largely delayed by the
requests for heavy transactions, which in turn increases the
overall waiting time of request processing in the system [11].
A transaction services an entire web page requested by a
client and may include multiple interactions between differ-
ent tiers in a n-tier system. For an RPC style n-tier system,
a database connection in the App server tier is occupied
most of the time during an transaction processing period,
regardless of heavy transactions or light transactions. Thus,
the database connections in the global pool case are likely
to be filled by heavy transactions when the system is heavily
utilized. In this case the requests for light transactions
frequently have to wait for available database connections
in the App server tier. On the other hand, since each servlet
has its own database connections in the local pool case, the
requests for light transactions do not need to compete for
DB connections with the requests for heavy transactions;
the corresponding waiting time is significantly reduced.

Figure 4 shows the response time fluctuations of the
system in workload 5600 for both the two cases. Figure 4(a)
and Figure 4(b) show the number of concurrent requests
in each tier of the three-tier system for these two cases.
These two figures show that the fluctuations of the number
of concurrent requests in the Tomcat App tier and the
Apache web tier are much higher in the global pool case
than those in the local pool case. This is because in the
global pool case the database connections in the Tomcat tier
are frequently occupied by heavy requests (e.g., ViewStory
requests), which makes a large amount of light requests wait
in the Tomcat App tier. Figure 4(c) and Figure 4(d) show
that the instant response time in the global pool case has
much larger fluctuation than that in the local pool case. The
high peaks of response time in Figure 4(c) and Figure 4(d)
perfectly match the high peaks of the number of stacked
requests in upper tiers as shown in Figure 4(a) and 4(b),
which indicates that the long waiting time in upper tiers
causes the large fluctuation of the end-to-end response time.

Table III shows the service provider’s profit at high
resource utilization for both the two cases. This table shows
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(a) Instant # of concurrent requests in each tier
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(b) Instant # of concurrent requests in each tier
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(c) Instant end-to-end response time
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(d) Instant end-to-end response time

Figure 4: Response time fluctuations under two soft resource management strategies with 1L/2L/1L configuration in workload 5600.

Workload
Global ConnPool Local ConnPool

CPU util. [%] Profit [$/h] CPU util. [%] Profit [$/h]

4600 86.4 78.4 86.0 78.5
5200 95.8 86.7 94.3 86.5
5400 98.9 86.6 96.8 89.9
5600 99.9 83.9 98.2 93.5
5800 99.9 68 99.5 85.9

Table III: The global DBconn case shows more reliable perfor-
mance than the local DBconn case.

that the profit in the global pool case starts to drop at
workload 5200 while the profit in the local pool case starts
at workload 5600; at workload 5800, the profit difference
between these the global pool case and the local pool case
is 26.3%. These results show that the system performance
in the former case is less reliable than that in the latter case.

V. BURSTS IN SYSTEM SOFTWARE CONSUMPTION OF

HARDWARE RESOURCES

Performance unreliability can be caused by bursts in
system software consumption of hardware resources. In this
section we will use JVM garbage collection (GC) in Java-
based servers as an illustration example.

The JVM GC process impacts the system response time
fluctuations in two ways. First, GCs in JVM consumes
critical system resources such as CPU for cleaning garbage
in the memory while such resources could be used for
request processing. Second, a GC is a synchronous process
and it stops the actual request processing until the garbage
collection is finished [2]. This delay significantly lengthens
the pending requests and causes response time fluctuations.

Our measurements show that the JVM GC time of a Java-
based server increases non-linearly as workload increases
when the server is at high resource utilization. The hard-
ware configuration of the experiments in this section is
1L/2L/1S/2L (see Figure 1(c)) and the CJDBC CPU is the
bottleneck resource of the system. We note that CJDBC is

a Java-based middleware; each DB connections in Tomcat
corresponds to one threads in CJDBC. Thus the larger the
size of the database connection pool in the Tomcat tier, the
more threads will be created in CJDBC.

Figure 5 shows the total JVM garbage collection time of
the CJDBC server during the three-minute run-time exper-
iments under two different database connection allocations.
The DBconn24 case means the database connection pool
size for each servlet in Tomcat is 24 while the DBconn2 case
means 2 for each servlet. This figure shows the DBconn24
case takes a longer time for garbage collection than the
DBconn2 case under higher workload range. The reason
is because the CJDBC server consumes more memory to
maintain a higher number of active threads in the DBconn24
case than in the DBconn2 case at high resource utilization,
which leads to more GCs in the DBconn24 case.

Figure 6(a) and Figure 6(b) show the instant end-to-
end response time for the two database allocation cases
under workload 5500. Figure 6(c) and Figure 6(d) show the
corresponding timeline graphs of JVM GC ratio 2 in the
CJDBC server. The GC peaks in these two figures match
very well with the large response time peaks as shown
in Figure 6(a) and Figure 6(b), which indicates that the
JVM GCs actually cause large response time fluctuations.
Since the DBconn2 case performs less JVM GCs than the
DBconn24 case, the response time is relatively stable.

Table IV shows the service provider’s profit at high
resource utilization for both the two cases. This table shows
that the profit in the DBconn24 case starts to drop earlier
(at workload 5200) than the profit in the DBconn2 case (at
workload 5500), indicating that the system performance in
the DBconn24 case is less reliable than that in the DBconn2
case at high resource utilization.

2JVM GC ratio means the ratio of JVM GC duration over each monitor-
ing time window (0.1 second in our case). JVM provides a logging function
recording the starting/ending timestamps of each GC activity.
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(b) Instant end-to-end response time
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(c) JVM GC ratio on CJDBC, DBconn24 case
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(d) JVM GC ratio on CJDBC, DBconn2 case

Figure 6: Response time fluctuations caused by JVM garbage collection with the 1L/2L/1S/2L configuration in workload 5500. The
DBconn24 case shows larger response time fluctuations than the DBconn2 case, which indicates less reliability in system performance.
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Figure 5: The JVM GC time of the DBconn24 case increases
faster than the DBconn2 case under high workload range.

VI. CONCLUSION

Achieving simultaneously high resource utilization and
reliable application performance is an important goal and
significant challenge in cloud environments. We conducted
an empirical study of a variety of factors (Section III IV V)
that significantly impact the application performance re-
liability (response time predictability). We evaluated the
performance reliability using a profit model derived from
typical SLAs (Section II) for each factor that may cause
the significant response time variations at high resource
utilization. Our results provide strong evidence that profit-
based performance criteria may contribute effectively to our
ability to delimit the regions of performance unreliability of
large-scale distributed applications running in cloud.
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